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[bookmark: _Hlk116994619]**** START OF CHANGES ****
[bookmark: _Toc19783243][bookmark: _Toc26887027][bookmark: _Toc114479853]D.2.1	Critical assets
In addition to the critical assets of a GNP  described in clause 5.2 of the present document, the critical assets specific to the gNB to be protected are:
-	gNB Application;
-	Mobility Management data: e.g. subscriber's identities (e.g. SUCI, GUTI), subscriber keys (i.e. KUPenc, KUPint,  KRRCenc, KRRCint, NH), authentication parameters, APN name, data related to mobility management like UE measurements, UE's IP address, etc., QoS and so on, etc. 
-	user plane data
-	The interfaces of gNB whose data needs to be protected and which are within SCAS scope: 
-	N2 interface
-	Xn interface
-	N3 interface
-	Uu interface
-	Console interface, for local access: local interface on gNB
-	OAM interface, for remote access: interface between gNB and OAM system
NOTE 1: 	The detailed interfaces of the gNB class are described in clause 4, Network Product Class Description of the present document.
-	gNB Software: binary code or executable code 
NOTE 2: 	gNB files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, gNB application, Mobility Management data or gNB Software.
**** NEXT CHANGE ****
D.2.2.1	Control plane data confidentiality protection
- Threat name: gNB control plane data confidentiality protection.
- Threat Category: Information Disclosure 
- Threat Description: If the gNB does not provide confidentiality protection for control plane packets on the N2/Xn/Uu reference points, then the control plane packets sent over the N2/Xn/Uu reference points between gNBs (e.g. inter-gNB handover) and from gNB to AMF (e.g. handover on AMF change) can be intercepted by attackers without detection. and hence, This means the UE identifiers, security capabilities, the security algorithms and key materials exchanged between gNBs and gNB-AMF can be accessed by the attackers leading to huge security breach. This threat scenario assumes that the N2 and, Xn reference points are not within the security environment.
- Threatened Asset: User account data and credentials, Mobility Management data.
D.2.2.2	Control plane data integrity protection
- Threat name: Control plane data integrity protection.
- Threat Category: Tampering data, Denial of Service.
- Threat Description: If the gNB does not provide integrity protection for control plane packets on N2/Xn/Uu reference points, the control plane packets between gNBs on Xn-C and from gNB to AMF on N2 interface risk sent over these reference points can being modified. The intruder manipulations on control plane packets can lead to denial of service to legitimate users. This threat scenario assumes that the N2 and, Xn reference points are not within the security environment.
- Threatened Asset: Sufficient Processing Capacity, user account data and credentials, Mobility Management data.
[bookmark: _Toc19783247][bookmark: _Toc26887031][bookmark: _Toc114479857]D.2.2.3	User plane data confidentiality protection at gNB
- Threat name: User plane data confidentiality protection at gNB.
- Threat Category: Information Disclosure.
- Threat Description: If the gNB does not cipher and decipher user plane packets between on the Uu reference point and the N3/Xn reference points, then the attackers can compromise user packets on Uu, Xn-U, and N3 interface. The attackers can gain access to user identifiers, serving network identifiers, location information and can perform user tracking.  This threat scenario assumes that the N3 and, Xn reference points are not within the security environment.
- Threatened Asset: user plane data.
**** END OF CHANGES ****
